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überragend

Kapitel 0: Geschichte und Bedeutung des Model!Checking
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The ideal of program

correctness

Tony Hoare

CAV Seattle August 2006

“Based on [our] software developer and user surveys, the
[US] national costs of an inadequate infrastructure for
software testing is estimated to range from $22.2 to

$59.5 billion.  Over half these costs are borne by
users...”

The Economic Impact of Inadequate Infrastructure for
Software Testing. Planning report 02-03, National
Institute of Standards & Technology, May 2002.

Cheaper

The Birth of 
Model Checking

Edmund M. Clarke

Department of Computer Science

Carnegie Mellon University
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Quote For The Day

When the time is ripe for certain things, 
these things appear in different places in 
the manner of violets coming to light in 
early spring.  

(Wolfgang Bolyai to his son Johann in urging him to claim the    

  invention of non-Euclidean geometry without delay.)
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Quote from Clarke & Emerson 81

“The task of proof construction is in general quite tedious and a good deal of ingenuity 
may be required to organize the proof in a manageable fashion.

We argue that proof construction is unnecessary in the case of finite state concurrent 
systems and can be replaced by a model-theoretic approach which 
will mechanically determine if the system meets a specification expressed in propositional 
temporal logic.

The global state graph of the concurrent systems can be viewed as a finite Kripke 
structure and an efficient algorithm can be given to determine whether a structure is a 
model of a particular formula (i.e. to determine if the program meets its specification)”.
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The Model Checking Problem

The Model Checking Problem (CE81):

Let M be a Kripke structure (i.e., state-transition graph).

Let f  be a formula of temporal logic (i.e., the specification).

      Find all states s of M such that M, s ! f .

Preprocessor Model Checker

Kripke Structure M

Formula f

True or False

5.7 Temporale Logik 215

CTL∗ Semantik in Bezug auf Kripke-Strukturen

Eine Rechnung ist π = s0s1 · · · und der Suffix davon πi = sisi+1 · · · für (i ≥ 0).

• Ist f eine Zustands-Formel, so bedeutet:
M, s |= f : die Formel f gilt im Zustand s der Kripke-Struktur M .

• Ist f eine Pfad-Formel, so bedeutet:
M,π |= f : die Formel f gilt im Pfad π der Kripke-Struktur M .

Angenommen, dass f1, f2 Zustands- und g1, g2 Pfad-Formeln sind, so ist |= definiert durch:

1. M, s |= p ⇔ p ∈ L(s).
2. M, s |= ¬f1 ⇔ M, s %|= f1.
3. M, s |= f1 ∨ f2 ⇔ M, s |= f1 oder M, s |= f2.
4. M, s |= f1 ∧ f2 ⇔ M, s |= f1 und M, s |= f2.
5. M, s |= f1 → f2 ⇔ Wenn M, s |= f1, dann M, s |= f2.
6. M, s |= Eg1 ⇔ ∃π = s · · · .M,π |= g1.
7. M, s |= Ag1 ⇔ ∀π = s · · · .M,π |= g1.
8. M,π |= f1 ⇔ π = s · · · und M, s |= f1.
9. M,π |= ¬g1 ⇔ M,π %|= g1.
10. M,π |= g1 ∨ g2 ⇔ M,π |= g1 oder M,π |= g2.
11. M,π |= g1 ∧ g2 ⇔ M,π |= g1 und M,π |= g2.
12. M,π |= Xg1 ⇔ M,π1 |= g1.
13. M,π |= Fg1 ⇔ ∃k ≥ 0 .M,πk |= g1.
14. M,π |= Gg1 ⇔ ∀k ≥ 0 .M,πk |= g1.
15. M,π |= g1Ug2 ⇔ ∃k ≥ 0 .M,πk |= g2 und für alle 0 ≤ j < k gilt M,πj |= g1.
16. M,π |= g1Rg2 ⇔ ∀j ≥ 0, wenn für jeden i < j M,πi %|= g1 gilt, dann M,πj |= g2.

Es genügen die Operatoren ∨,¬, X, U,E um alle Formeln von CTL∗ auszudrücken:

• f ∧ g ≡ ¬(¬f ∨ ¬g),

• f R g ≡ ¬(¬f U¬g),

• F f ≡ TrueU f ,

• A(f) ≡ ¬E(¬f).

Aufgabe 5.47 Pfad-Formel “Zwischen”
pZq ⇔ zwischen je zwei Zuständen (Abstand > 2) in denen p gilt, gibt es einen, der q erfüllt. Drücken
Sie diese Formel mittels G, X und U aus.

FGI-2/WiSe 2007/08
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! No proofs!!

! Fast (compared to other rigorous methods such)

! Diagnostic counterexamples

! No problem with partial specifications

! Logics can easily express man concurrency properties

Advantages of Model Checking

Safety Property:
bad state      unreachable

Counterexample

Initial State
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Main Disadvantages

! Proving a program helps you understand it. 

    Bogus!

! Temporal logic specifications are ugly. 

    Depends on who is writing them.

! Writing specifications is hard. 

     True, but perhaps partially a matter of education.

! State explosion is a major problem. 

 Absolutely true, but we are making progress!

falsch

14

Petri Net Tools

Tadeo Murata:

“I started working on Petri nets from mid-1970, and attended the 1st International 
Workshop on Petri Nets held in 1980 and thereafter. But I do not recall any papers 
discussing formal verification using Petri nets (PNs) BEFORE 1981. Also, I doubt 
there were any PN reachability tools before 1981. MetaSoft Comany was selling 
earlier PN drawing tools and may have had a primitive one before 1981.”

 Kurt Jensen:

“Like Tad I do not think there is any work on Petri net TOOLS prior to 1981.The first 
Meta Software tool was made in the mid 80's and was merely a drawing tool for low 
level Petri nets.

High-level Petri nets were invented in the late 70’s. The first two  publications 
appeared in TCS in 1979 and 1980. It is only after this that people really started the 
construction of tools. The first simulator for high-level nets and the first state space 
tools for these were made in the late 80’s and the early 90’s.”
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Bochmann and Protocol Verification

Gregor Bochmann:

For a workshop organized by André Danthine, I prepared the paper "Finite State 
Description of Protocols" in which I presented a method for the verification of 
communication protocols using the systematic exploration of the global state space 
of the system (sometimes called reachability analysis). This paper was later 
published in Computer Networks (1978) and was much cited.

At the same time, Colin West had developed some automated tools for doing 
essentially the same as what I was proposing, but I learned about his activities only 
later.”
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The Importance of Model Checking

Gregor Bochmann continued:

“The need for exploring the reachable state space of the global system is the basic 
requirement in protocol verification. 

Here model checking has not provided anything new.

However, temporal logic has brought a more elegant way to talk about liveness and 
eventuality; in the protocol verification community we were talking about reachable 
deadlock states (easy to characterize) or undesirable loops (difficult to characterize).”
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Holzmann and Protocol Verification

Holzmann:

“My first paper-method (never implemented) was from 1978-1979 -- as 
part of my PhD thesis work in Delft.

My first fully implemented system was indeed the 'pan‘ verifier (a first 
on-the-fly verification system), which found its first real bug in switching 
software (based on a model that I built in the predecessor language to 

Spin's Promela) at AT&T on November 21, 1980.”
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Quielle and Sifakis 82

J.P. Queille and J. Sifakis, Specification and 
Verification of Concurrent Systems in CESAR, 

!   Technical Report 254 June 1981,  

!   International Symposium on Programming, Turin, April, 1982 

!   Springer Lecture Notes in Computer Science 137, published in 1982
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SPECIFICATION AND VERIFICATION OF 

CONCURRENT SYSTEMS IN CESAR 

J.P. Queille and J. Sifakis 

Laboratoire IMAG, BP 53X 

38041 Grenoble Cedex, France 

Abstract : 

The aim of this paper is to illustrate by an example, the alternating bit protocol, 

the use of CESAR, an interactive system for aiding the design of distributed appli- 

cations. 

CESAR allows the progressive validation of the algorithmic description of ar system 

of communicating sequential processes with respect to a given set of specifications. 

The algorithmic description is done in a high level language inspired from CSP and 

specifications are a set of formulas of a branching time logic, the temporal opera- 

tors of which can be computed iteratively as fixed points of monotonic predicate 

transformers. The verification of a system consists in obtaining by automatic trans- 

lation of its description program an Interpreted Petri Net representing it and 

evaluating each formula of the specifications. 

I. INTRODUCTION 

The aim of this paper is to illustrate by an example the use of the system CESAR for 

the analysis of the properties of parallel systems. 

CESAR is a system for aiding the design and integration of distributed applications. 

Its input language is a high level language, inspired from CSP [Hoare 78], for the 

algorithmic description of systems of communicating sequential processes. CESAR 

allows a progressive validation during the design process by considering two comple- 

mentary aspects in a description : 

- coherence in data manipulation (static characteristics of data and exchanged 

variables, visibility and access rights...) 

- validation of the dynamic behaviour of a description with respect to its specifi- 

cations. 

Behavioural analysis of a system described by a program in the input language is 

based on the study of a representation of it in terms of Interpreted Petri Nets 

(IPN). Figure I illustrates the general principle of the system CESAR : given an 

algorithmic description of a system by a program in a high level language, a model 

representing some aspects of the described functioning is obtained by automatic 

337 
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translation, This model (an IPN) is treated by an analyzer in order to verify the 

conformity of the described system to given specifications. Specifications are a set 

of formulas of a branching time logic and express correctness properties which must 

be satisfied by the system. Using branching time logic instead of linear time logic 

as it has often been done [Gabbay 80] [Lamport 80] [Manna 81], is one of the pecu- 

liarities of our approach. It is shown that in this logic it is possible to compute 

program / 

~ecificatio~n 
formulas / 

! 

I 
J 

~~x~el : IP~'--~]" .... < pre 
4, 

.... i ] 

Figllre I 

iteratively the interpretation of temporal operators as fixed points of monotonic 

predicate transformers. 

Our approach presents some similarities to these followed in [Jensen 79] [Lauer 75] 

as far as the use of Petri nets as a model for the semantical analysis is concerned. 

The example considered throughout this paper is the alternating bit protocol. We 

have chosen this example because protocol modelling and verification is one of the 

principal application domains for CESAR. Furthemore, as protocols have been the object 

of many studies and especially the alternating bit protocol [Bartlett 69] [Bremer 79] 
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process  SENDER 

( o u t p u t  N : . sg  ; 

i n p u t  A : ack ) ; 

X : da ta  ; 

Y : boo lean  := 0 ; 

beDin 

- -  i n i t i a l  v a l u e  

loop  

send:  !N := {X~ Y) ; - -  send the  nessage 
do 

r e c e i v e a c k :  T -> ?~ ; - -  r e c e i v e  acknowledgeeent  

i f  

a ccep tack :  A.D = Y -> Y := *Y ; - -  expec ted  ncknou ledgnen t  

e x i t  /1  
s k i p n c k :  A.B # Y -> hop - -  e l s e  s k i p  

f i  / /  

r e p e n t :  T -> !N := (X, Y) - -  r epea t  the MessaDe 
od 

end loop 

end SENDER ; 

The program for the Receiver is the following : 

process  RECE[DER 

( i n p u t  N~ : Ms9 ; 

output A~ : ack ) ; 

Z : boo lean  =: 0 ; - -  i n i t i a l  v a l u e  

beg in  

r e c e i v e =  

accep t :  

s k i p :  

r e p e a t a c k :  

sendnck= 

loop  

do 
T -> ?NN ; - -  r e c e i v e  Messa9e 

i f  
NN.B = Z -> e x i t  / /  - -  expec ted  eessa9 e 

MN,D # Z -> hop - -  e l s e  s k i p  

f i  II 
T -> !AA := ( " a c k " ,  *Z) - -  r e p e a t  p r e v i o u s  ackuou ledDenent  

od; 
!AA := ( " a c k " ,  Z ) ,  Z := *Z - -  send acknouledDeMent 

end loop  

end RECEIVER ; 

The transmission line is described by the two following processes : 

p rocess  SENDTORECEIVE 
( i n p u t  N : Ms9 ; 

ou tpu t  NN : Ms9 ) ; 

be9 in  

loop  

9 e t :  ?N ; - -  eessaDe i s  sen t  

i f  

t r a n s i t :  T -> !NN := N / /  - -  Message i s  t r a n s m i t t e d  

l o o s e :  T -> hop - -  nessaDe i s  l o s t  

f i  
end loop 

end SENDTORECEZVE 
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process RECEIVETOSENO 
( input AA : ack ; 

ou tpu t  A : ack ) ; 

begin 

loop 

9etack: ?AA ; 
* f  

%ranseitack: 
looseack: 

f i  

end loop 

T -> !A := AA / /  

T -> .op 

- -  acknouledgeMent is sent 

- -  acknowledgement is %ranseitted 
- -  acknouledgeMeu% is lost 

end RECE[VETOSEND ; 

Figure 2 presents the IPN obtained by translation of the description program. 

r2 

SENDTO 
RECEIVE 

MM.B=Z'~ accept 

MM.B#Z 

/receive 
I MM:=M 

loose 
ml fl 

rl 

RECEIVER 

repeatack/ 
getack 

AA:=("ack",~Z) 

m2 

getack/sendac~ 
AA:=("ack",Z), ~ [ 

/ \ r3 

RECEIVE 
~TOSEND 

"U al 

looseack 

SENDER 

sl 

Figure 2 

repeat/get 
M:=(X,Y) 

s~ 

transmitack/ ~/ 
receiveack ~ A: =AA - ~s3 

A.B~Y ~skipack ~s." 

A. B=Y÷Y: ='Y ~acceptack 

343 
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3. SPECIFICATION IN CESAR 

3.! The specification lan_guage 

The specification language of CESAR is a branching time logic L [Lamport 80] 

[Rescher 71] constructed from a set of propositional variables F and the constants 

true, false, by using the logical connectives, ~, A, V, => and the unary temporal 

operators POT and INEV. The abbreviations ALL(f) and SOME(f) are used for respectively 

~POT(~f) and ~INEV(~f). 

The formulas of L represent assertions about the functioning of a given system if we 

consider that propositional variables represent predicates on its state and give a 

precise meaning to the operators POT and INEV. In order to do this, we consider tran- 

sition systems as a model for L since IPN's can be given a semantics in terms of 

them [Keller 76]. 

A transition system is defined as a doublet S = (Q,÷) where Q is a set of states and 

is a binary relation on Q (~cQxQ). The relation ÷ represents the actions or tran- 

sitions of the system : q÷q' means that there is an action executable from q which 

after its execution leads to a state q'. An execution sequence from a given state q0 

is a sequence s of states such that if s is finite then its last element qt is a sink 

state (i.e. ~q"(qt÷q")). In order to simplify the notations we take s(k) to be equal 

to the k-th element of s if it is defined ; if not, we take s(k)=mwhere ~ represents 

some ficticious non accessible state adjoined to Q such that ~qeQ(q-~0). Thus, rela- 

tion s(0) ~ s(k) is satisfied iff s(k)#~. The set of all the execution sequences from 

a state q will be denoted by EXq. 

Given L and a transition system S=(Q,+) we define an interpretation of L as a function 

II associating to each formula of L a truth-valued function of the system state in 

the following manner : 

- VfeF Ifl ~ [Q+{tt,ff}] where [Q~{tt,ff}] is the set of the unary predicates on Q 

- VqeQ Itruel (q) = tt 

- VfeL l~fl(q) = tt iff ifl (q) = ff 

- Wfl,f2eL IflAf21(q ) =~ iff Ifll (q) = tt and If21 (q) = tt 

- Vf£L IPOT(f) I(q) E qsCEXq @ke~ [q ~ s(k) and Ifl (s(k))] 

- Vf¢L IINEV(f) l(q) ~ VsEEXq qke~ [q ~ s(k) and Ifl (s(k))] 

Obviously, IPOT(f) l represents the set of the states q of S such that there exists an 

execution sequence starting from q containing a state satisfying Ill. We say that 

IPOT(f)! is the set of the states from which some state of Ifl is potentially reacha- 

ble. In the same way, IINEV(f) I is the set of the states from which Ifl is inevitably 

reachable in the sense that every execution sequence starting from a state of this 

set contains a state satisfying Ifl. 
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ACM TURING AWARD HONORS FOUNDERS OF AUTOMATIC VERIFICATION TECHNOLOGY 

 

 
Researchers Created Model Checking Technique for Hardware and Software Designers 

 

NEW YORK, February 4, 2008 – ACM, the Association for Computing Machinery, has named Edmund M. 
Clarke, E. Allen Emerson, and Joseph Sifakis the winners of the 2007 A.M. Turing Award, widely considered 
the most prestigious award in computing, for their original and continuing research in a quality assurance 
process known as Model Checking. Their innovations transformed this approach from a theoretical technique to 
a highly effective verification technology that enables computer hardware and software engineers to find errors 
efficiently in complex system designs. This transformation has resulted in increased assurance that the systems 
perform as intended by the designers. The Turing Award, named for British mathematician Alan M. Turing, 
carries a $250,000 prize, with financial support provided by Intel Corporation and Google Inc. Clarke of 
Carnegie Mellon University, and Emerson of the University of Texas at Austin, working together, and Sifakis, 
working independently for the Centre National de la Recherche Scientifique at the University of Grenoble in 
France, developed this fully automated approach that is now the most widely used verification method in the 
hardware and software industries. 

ACM President Stuart Feldman said the work of Clarke, Emerson and Sifakis has had a major impact on 
designers and manufacturers of semiconductor chips. "These industries face a technology explosion in which 
products of unprecedented complexity have to operate as expected for companies to survive. This verification 
advance enabled these industries to shorten time to market and increase product integrity. Without the 
conceptual breakthrough pioneered by these researchers, we might still be stuck with chips that have many 
errors and would lack the power and speed of today’s equipment. This is a great example of an industry-
transforming technology arising from highly theoretical research," Feldman said. 

Model Checking as a standard procedure for quality assurance has enabled designers and manufacturers to 
address verification problems that span both hardware and software. It has also helped them to gain 
mathematical confidence that complex computer systems meet their specifications, and it has provided added 
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Two Big Breakthroughs! 

Significant progress was made on the State Explosion Problem around 
1990:

!   Symbolic Model Checking

        Coudert, Berthet, and Madre 89

        Burch, Clarke, McMillan, Dill, and Hwang 90;

        Ken McMillan’s thesis 92

!   The Partial Order Reduction

        Valmari 90

        Godefroid 90 

        Peled 94
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Dealing with Very Complex Systems

Special techniques are needed when symbolic methods and the partial 
order reduction don't work.

Four basic techniques are

•   Compositional reasoning,

•   Abstraction,

•   Symmetry reduction, and

•   Induction and parameterized verification
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